This is a short guide to using the SSH Secure program to connect to your Asimov
network share outside of the Camosun Lab room. An alternate open-source program
called WinSCP (from www.winscp.net) can be used as well. Both of them will run on
Microsoft Windows XP and Vista operating systems.

If you are running Linux or Apple OS, there are similar applications for those platforms.
Contact me for details.

1. Installing SSH on your home computer

From your home computer obtain the SSH Secure program in one of the following ways:

a) Open this URL in your browser:

http://www.cs.camosun.bc.ca/~langs/utils/SSHSecureShellClient-3.2.9.exe

then click on Open button when the File Download window appears. This will run the
install directly from the browser. You may see a security window appear; if you do, click
OK to confirm the install.

Installing SSH

The first window in the install process prompts you to continue.

SSH Secure Shell for Workstations 3.2.5 Setup g|

Welcome to the SSH Secure Shell For
workstations 3.2.5 setup wizard.

Thank you for downloading S5H Secure Shell far
‘wiorkstationz. This iz a non-commercial version of the
software, which does not support certificates or PKIL

To continue, click MNext.

TR Cancel |

Click Next
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SSH Secure Shell for Workstations 3. 2.5 Setup

License Agreement
Pleasze read the fallowing license agreement carefully.

Press the PAGE DOWHN key to see the rest of the agreement.

Nan-commercial Yersion License agreement for A
S5H Secure Shel for Workstations 3.2 =
55H Communications Security Corp

S5H® Secure Shell[TH] License Agreement

55H COMMUNICATIONS SECURITY CORP ["SSH"] IS WILLING TO

LICENSE THE 55H SECURE SHELL FOR WORKSTATIONS 3.2 SOFTWARE

AND ACCOMPANYING DOCUMENTATION (COLLECTIVELY. "SOFTWARE")

UPON THE COMDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS v

Do you accept all the terms of the preceding License Agreement? If pou choase Ma, the
setup will cloge. Toinstall S5H Secure Shell, you must accept thiz agreement.

< Back Yes Ha |

Click Yes

SSH Secure Shell for Workstations 3.2.5 Setup

Choose Destination Location

Select folder where Setup wil install files.
Setup will install 55H Secure Shell in the following folder.

Tainstall to this falder, click Mext. Toinstall to a different folder, click Browse and select
another folder.

Destination Folder

C:4.455H Secure Shell Browse...

Cancel |

< Back

Click Next

SSH Secure Shell for Workstations 3.2.5 Setup

Select Program Folder

Flease select a program folder.

Setup will add program icons to the Program Folder listed below. “rou may type a new folder
name, or select one from the existing folders list. Click Next to continue.

Program Folders:

1015

Accessores
Administrative Tools

Aimgter

AOL Instant Messenger [T

ASUS Ltility

ASUSUpdate W3.27.00

AYG 6.0 Antivinuz System

COCOMO 111933 b

< Back Mext > | Cancel |

Click Next
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SSH Secure Shell for Workstations 3. 2.5 Setup

Select Components

Choosge the components Setup will install.

Select the companents you want to install, and clear the components you do nat want ta
inztall

g Diescription

ocumentation Add Secure Shell client icons
omrmand Line Tools to the desktop.

[w|4dd Command Line Tools to Path

Space Reguired on C: 8248 K
Space Available on C: 92024 K

< Back Hext > | Cancel |

Click Next

SSH Secure Shell for Workstations 3. 2.5 Setup

Check Setup Information

Setup has enough information ta begin the file-transfer operation. [F you want ta review ar
change any of the zettings, click Back. If you are catisfied with the settings, click Mext to
beqin copying files.

Current Settings:

Lizense type: non-commercial
Installation falder: C:%Program Filest55H Communications SecurityS5H Secure Shell
Start menu folder: S5H Secure Shell
Selected optiohal components:
Desktop lcons
-Documentation
-Command Line Tools
-&dd Command Ling Tools bo Path

< Back

Click Next

SSH Secure Shell for Workstations 3. 2.5 Setup
Setup Status

S5H Secure Shell Setup is perfarming the requested operations.

0%

Wait for setup to complete....
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SSH Secure Shell for Workstations 3. 2.5 Setup

Setup Complete

Setup has finished installing 55H Secure Shell on your
COmputer.

T |

Click Finish. Install is compete.

You should have a SSH Secure Shell program group that looks like this.

Microsoft Word
WY M3HExplorer
|_“‘A Documents » ‘% Omni-Wista OnYourMark Pro EYALUATION
) Lﬁl Outlook Express
’ Settings M| Remote Assistance
= 3 wWindows Messenger
/_) Search 3
E Crossword Compiler &
) Help and Support G4 windaws Journal Yiewer
Digital Audio MP3 & WA Player
J5=7 Run... "
GAIN Publishing
hp LaserJet 1010 series
[ *]
\—] Log Off Stephen Lang... Sun Microsystens
@ WinTOD 2003, 01

Programms

License agreerment

Windows XP Home Edition

* ¥ ¥ v v

Turn OFf Computer, ., Secure File Transfer Client

Secure Shell Clisnt

2] Camasun Comp 140

2. Using SSH File Transfer

This process brings up a window similar to Windows Explorer. In this window you can
select files to transfer between your local (C:) drive and the CST Asimov network drive.
This is necessary when you create html files on the local drive to test for your lab work.

The SSH File Transfer is essentially an FTP (secure FTP) application. FTP is not an
encrypted protocol and so it is theoretically possible to “sniff” internet packets using
FTP.

If you already have SSH terminal (Telnet mode) open, then click on the folder icon (the
folder having blue circles) near the top toolbar.
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If not, then click on the Windows Start and select All Programs, then select SSH Secure
Shell, then select Secure File Transfer Client.

A - default - SSH Secure Shell
B sl =2 # S &
&1 Quick Connect L Profiles
File Edit Wiew Window Help

SSH Secure shell 3.2.5 (Build 280) 4
Copyright (c) 2000-2003 SSH Communications Security Corp - http://www.ssh.com/

This copy of SSH Secure shell is a non-commercial version.
This version does not include PKI and PKCS #11 functionality.

Mot connected - press Enter or Space to connect 20x8 ﬁ U
—

Click on the Quick Connect button in the top toolbar to start a remote session:

Enter Host Name value asimov.cs.camosun.bc.ca
Enter your CST Student domain account as User Name preceded by STUDENT\
(e.g. STUDENT\cCOXXXXXXX)

Connect to Remote Host ﬁ
-l-' Host Mame: |asimu:uv.-:s.u:amu:usun.|:u:.u:a Connect |
Uzer Mame: |5TUDENT‘\DEESSEBE Cancel |
Fort Murnber: |22
Authentication Method: |<F"rl:|fi|E Settings: ﬂ

Leave the Port Number at 22. This is the default port value for a secure telnet session.
Leave the Authentication Method as <Profile Settings>
Click on Connect to continue the connection.

The following panel may pop up the first time you connect.

Haost Identification ﬁ

. 2 ‘ou are connecting to the host “agimov.cs.camosun. be.ca' for the first time.

#@ The host has provided you its identification, a host public key.

The fingerprint of the host public key is:
"sogiv-hiheg-gepoh-vetar-nofid-mikil-kyaek-dehyp-tucyb-misal-pasas"

“r'ou can save the host key to the local database by clicking Y'es.
*r'ou can continue without saving the host key by clicking Ma.
*r'ou can alzo cancel the connection by clicking Cancel.

Do you want ko zave the new host key to the local database?

Mo Cancel Help
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Click the Yes button to continue.

Enter your login password that you use for your cOxxxx account. Click OK

Enter Authentication Response Iﬁ

Pazzword Authentication:

STUDEMT%9993986's pazsward:

xxxxxxxxxxxxx:1

Ok | Cancel

The Secure File Transfer window appears with three basic panels. The panel on the left
shows a file tree of the local computer drives. The panel on the right shows a file tree of
the remote host (Asimov server). The panel on the bottom shows the files that have been
transferred between the local computer and the remote host.

£ asimov.cs.camosun. be.ca - defaulisftp - S5H Secure File Transfer g@@
Elle Edit Yiew Operation “Window Help
H 2z A% 1T Eo ERi & n?
'wj Quick Connect ] Profiles
& oA | B [ || e By A P @s and Settings(-9999958 Aj)'qdd
Lgca\ Mame 4 Size | Twpe Madified # | | Remate Mame A w—— o~
uMy Documents System F...  10f17/2010 11:16:.., | Application Data Folder 01/09/2007 10:35:...,
'j ¥y Computer System F... |)Desktop Falder 09/14/2006 04:04:...
‘JMY Metwork Places System F... | )Favorites Folder 09/14/2006 04:04:..,
2/ Recyrle Bin System F... I D)Local Settings Folder 09/14/2006 04:04:...
félntemet Explorer System F... )My Documents Folder 09/14/2006 04:04:..,
- Adobe Acrobat 9 Pra 1,736 Shartcut 10f20§2010 02:38:... |[)MetHood Folder 091420086 04:0:...

Adobe Reader 9 1,729  Shortout 10/06/2010 11:26:... |CJ)PrintHood Falder 09/14/2006 04:04:...
(lDatatel 1,925 Sharkout |JRecent Folder 09/14/2006 04:04:..,
[+ Fortress Client 1,645 Shortout C)sendTo Falder 09/14/2006 11:11:

Intervideo WinDyD 1,657 Shortcut | )Start Menu Folder 09/14/2006 04:04;

551 Media Player Classic 768  Shortcut ) Templates Folder 09142006 11:09

Microsoft Security Essentials 820  Shortcut E] ASPMET3etup.log 15,879 TextDoc... 10/12/2008 12:09:

Mozilla Firefox 1,629  Shorkcut BNTUSER.DAT 217,086 DATFilz 10/21§2010 12:43
ONetBeans IDE 6.8 1,698 Shortout 04/22/2010 04:02:... E] ntuser.dat.LOG 16,384 TextDoc.. 10/22/201008:50:.. o,
| . Motepad++ 720 Shortcut 10/06/2010 12:07:,., o ? . T 3

Transfer | Queue |
# | Source File Source Directary Destination Directory Size | Status Speed Time
Connected ko asimoy,cs,camasun.be.ca - (C:fDocuments and Settings/c9999966 S5HZ - a8s128-che - hmac-mdS - none |15 ikems (249.4 KE) ﬁ

If the remote server’s current folder is showing as above

/C:/Documents and Settings/c9999986, then change it to

/C:/Student Drives/COxxxx (where COxxxx is your student number). There is a
space between the word Student and Drives.
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[§71 asimov.cs.camosun.be.ca - default - SSH Secure File Transfer =
File Edit View Operation Window Help
H &g )% 10 o W% & x?
,ﬂ Quick Connect (] Profiles
By e v | [ ]| add | R | A g 2 | e | HOME =] Add
Local Name + | Remote Name i Size | Type Modified i
System Folder  16/05/2008 12:33:59 A Apphcation Data Folder 09/09/2008 03:44:5...
System Folder  08/02/2008 05:57:45 PM ch3 Folder 02/04/2007 01:06:5...
System Folder Desktop Folder 25/09/2008 04:05:5...  drant------
¥ Network System Folder gfhhg Folder 25/08/2006 03:41:4... 4
(& Internet Bxplorer System Falder khgjh Folder 25/09/2006 03:04:5... 3
Control Panel System Folder My Documents Folder 25/08/2008 10:23:5...
& Recycle Bin System Falder profile Folder 30/09/2008 03:26:5...
q & Acer Arcade Live 2109 Shortcut 10/07/2007 03:55:09 PM public_html Folder 08/11/2007 10:05:1...
1,329 Shortcut 10/07/2007 03:54:22 PM Folder
1891 Shortcut 08/03/2008 10:27:42 test Folder
1,989 Shortcut 16/027 5311 AM users Folder  09/09/2008 1377, dras-——---
oL 17/02/2008 09:01:32 P4 hspaei— Tolder  09/09/2008 11:324..  drax------
17/02/2008 09:01:32 PM £ | besthyte. htm H
1) CoMODO Fir 862 Shortcut 16/02/2008 01:35:23 AM ~ | @& BestBytelogo.png 2,274 Macrome.. >
i )a‘lﬁ Queue]|
¢ | Source File Source Directory Destination Directory Size | Status Speed Time
Coﬂhjgd to asimov.cs.camosun.bc.ca - /HOME S5H2 - aes128-che - hmac-md5 - ne|20 items (43.4 KB) @

For Comp 140 work you may want to transfer HTML files directly into your Asimov’s
public_html folder on the asimov host from your local computer or thumb drive. You
can double click on the public_html folder as shown on the right panel.

If we want to copy the file fade.png to public_html on the remote host. We locate
the fade. png file on the left panel file tree, left click and &old on it while dragging it
over to the right panel, then release the mouse button to confirm the copy.

@ asimov.cs.camosun.bc.ca - default - SSH Secure File Transfer
File Edit View Operation Window Help
H Az LIRS 2y & W% &K
£ Quick Connect (] Profiles
[P W < |eUser\Documents\Camusun\compHU-UB\lmages\ ﬂ add |0y | &A@ P EF |jHOMEIpubI\c7html.icomp14U j Add
Local Name g Size | Type Modified Remote Name £ Size | Type Modified Attributes
/& Compld0-Fall2008TimeTa... 15,286 Macromedia.. 23/09/2008 10:42:44 PM ] index.html 110 HTMLFile 24/09/2007 10:47:4...  -rw-------
|55 Cyobmipb%20b1g4rg.gif 10,245 GIF Image 23/09/2008 12:52:51 AM
expand-down.gif 57 GIFImage 16/07/2008 12:30:50 AM
expand-left.gif B84 GIFImage 16/07/2008 12:30:50 AM
expand-right.gif B84 GIFImage 16/07/2008 12:30:50 AM
/& fadepng 1,457 Macromedia.. 16/07/2008 12:30:50 AM
Transfer| Queue]
/ | Source File Source Directory Destination Directory Size | Status Speed Time
Connected to asimov.cs.camosun.be.ca - /HOME/public_html/compl40 SSH2 - ae<128-cbe - hmac-md5 - no1 items (110 B) {4]
=

The results of the file transfer appear in the bottom panel.
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EI asimov.cs.camosun.bc.ca - default - SSH Secure File Transfer E@ﬂ
Flle Edit View Operation Window Help
=] 2 88 % i oo e el & x?
£ Quick Connect (] Profiles
PR o - [ eUser\Documents\Camosuntcomp140-08iimages\ ~| | Add | G4 | & @ @ | o | /HOME/ public_htmlcomp140 =] Add
Local Name : Size | Type N_Iodlﬁed Remote Name ! Size | Type Modified Attributes
& Compl40-Fall2008TimeTa.., 15286 Macromedia ... 23/09/2008 10:42:44 PM & fadepng 1457 Macrome.. 16/07/2008 12:30:5...  -rw-------
57| Cyobmrpb%20bl g4 dg.gif 10,245 GIFImage 23/09/2008 12:52:51 AM 7] index.htm! 110 HTMLFile  24/09/2007 10:47:4...  -rw-------
5| expand-down.gif 57 GIFImage 16/07/2008 12:30:50 AM
5| expand-left.gif 64 GIFImage 16/07/2008 12:30:50 AM
55 expand-right.gif 64 GIFImage 16/07/2008 12:30:50 AM
&) fade.png 1457 Macromedia ... 16/07/2008 12:30:50 AM
Transfer| Queue]
¢ | Source File Source Directory Destination Directory Size | Status Speed Time
it fadepng ChUsers\Stevelser\Documents\C...  /HOME/public_html/compl40 1,457 Complete 5.5 kBfs 00:00:00
Cunnéfted to asimov.cs.camosun.be.ca - /HOME/public_html/compl40 S5H2 - aes128-cbe - hmac-md5 - ne 2 items (1.6 KB) ﬂ

An arrow pointing up indicates an upload activity. A file moved from the local computer
“up” to the remote host (asimov). If the arrow points down, a file was “downloaded”

from the remote host to the local computer.

Files and folders can be transferred between the local computer and remote host.

Take care that you do not accidentally overwrite recent work.

To end the Secure File Transfer session, click on File, then select Exit. If the Confirm

Exit window appears, click on the OK button.

"

S5

Confirm Exit

Y'ou are still connected. Do you want toexit arypway?

ok

| Bemember my answer

SSH will allow you to preserve your connection settings into a named profile so that you
can select that profile the next time you need to connect to that host.
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