Start WinSCP

Before you start WinSCP make sure you have it installed on your computer. You can get
the WinSCP software from www.winscp.net.

From the Windows Start button, select the WinSCP program group and the WinSCP
client.

f—

G WinsCP3 Key tools r
W5 _FTP 2 @ Docurnentation
[} Acrobat Elements 21 suppert-Forum

@I Cuklook Express “ % WinSCP

55H Secure Shell 3 | £] WinsCP Web Site

TortoiseSvN r Ro—
Mrvu r

E TextPad

The WinSCP Login panel will appear. Fill in the Host name, your user name and
password entries.

WinSCP Login
= Session Seszion
Stored sessions Host name Part number
=E m-'irl:.unmen!: | deepblue.cz.camosun.be.ca | | 22 e |
Directories
55H Uszer name Pazzword
Preferences | <St0G00] | | R |

Private key file

| CJl
Frotocol
{JSFIP (%) 5FTP [allows SCP fallback) ) SCP
[]Advanced options
’ Abaut. .. ] ’ Languages ] [ Save... l I Login ] [ Help l

Click Login button to connect.
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If the connection worked (no problem with user ID or password), the WinSCP interface
window will appear.

If the interface window looks like this:

"3 cst06001 - cst06001 @deepblue - WinSCP

File Commands Mark Session YWiew Help

Address |ﬁﬂ Shomedstudent/ 2006/ st 06001 / b |ﬁ
& > H gjj v Diefaulk

- @,
E H E

=2-C3 2005
5 cstORO0

0B of 257 KB inDof 12 1.712B 114 B B aes SFTF [v3] [:00:06

You can alter the view to make it look like this:
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"z (:\ - cst06001 @deepblue.cs.camosun. be.ca - WinSCP

Local Mark Files Commands Session Options Remote Help

#ﬂéﬂj' :‘_El—zg‘t:‘ Wf% i = @i % = Defaule - .ﬁv

% C:LocalDisk (v Sd= » = ~ (@1 08 & 2] & Te {3 cstoBOO! diew- = @] @ e

| honeistent2 i

Mame = Ext Size | Type Cs Mame Ext Size  Changed Rights Cwner
Shacer File Faolder 7 ®.. 10J212006 4:33..,  rwr-xr-x root
I campus File Folder 5
[CZ¥Documents and Settings File Folder 1
[C)IBMTOOLS File Falder 5)
Emsocache File Folder 7
[C3)My Downloads File Folder &)
[C3)Program Files File: Folder 1
ERECYCLE File Folder 9
[ 5vstem valume Inf 3. File Folder 7
Citemp File: Folder 1
(CWINDONYS File Folder 1
|

Al

] 2]
O of 2,794 MB in 0 of 23 OB of 257 KB in0of 12

& F2 Rename _:f 55 FS Copy 5 F& Maove ﬁ( F7 Create Directary }( F& Delete *_Er F2 Propetties j-'L F10 Cuik

17128 114B B @ G aes SFTP [v3) 0:00:45
—

...by following the directions in the “Make the WinSCP panel interface into two panels”
section.

The right panel by default shows your home directory contents.

To copy files and folders from the local (C: drive) to the remote account (deepblue),
simply select one or more of them in the left panel (hold the shift key down to do a range
select or hold the control key down to do multiple select), then drag them over to the right

panel.

WinSCP confirms the transfer with the dialogue

Copy 3 files to remate directony

| homestudent /2006 cst0B001 2*.°

[ ] Tranzfer on background [add to transfer queue]

More »» l I Copy l[ Cancel ] ’ Help ]

Click Copy to confirm the copy action.

WinSCP displays the copy process in a window
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45% Copying

d

File: C:hsLangSiy Documentswingcpls. phg
Target: fhomedstudent/ 2006/ cxt08007 £

Minimize

(RNARNANANNANRRNAN

Transfer mode:

Bytes tranzferred:

Binary Fesume:
Tirne left: 00001 Time elapzed:
B4.540B CPS:

Dizabled &3
0:00:0
E3.536 B/s

(RNRNNRRNNRANRANNRNNRANRRNNRRNRANNRANR

[ ] Disconnect when operation finizhes

WinSCP supplies a context menu so you can select files in the right panel (deepblue) and

act on them in some way (rename, delete, move or edit). The right mouse button
provides the context menu.

T LauiaL o aue

o

36976 B of 352 KB in 3
: Direckory 2 FS Delete

SFTP [v3) 0

To quit WinSCP

T g g

o

E 4

STy L

COpY.., Fa
Duplicake. .. Shift+F5
Maove. .. Fa&
Movve ba,., Shift+Fa
Delete Fa
Rename Fz

Cuskarn Cammands

File Mames

Properties F9

FlaA LU LS [ M= lH NN E N

When you are finished using WinSCP, click on Commands from the main menu and

select Quit. The F10 key is a shortcut you can use as well.
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Confirm [‘S__<|

<P ) Terminate sezsion 'cet0B001 (@deepblue’ and close application?
\_‘Q/

f ook [ Cancel

[ ]Mever ask me again

Click OK to confirm you want to end the WinSCP session.

Enable Web server access to your public_html folder

Create the public_html folder if it doesn’t exist at the home directory of your deepblue
account. Right click on the public_html folder and select the Properties option at the
bottom of the context menu. Check that the public_html folder has given “Others”
execute permission. This permits the web server on deepblue to gain access to your
internet material under the public_html folder. If “Others” do not have “execute”
permission, then the web server will not be able to see your internet content.

public_html Properties

Comman |
____j public_htrl
Location: fhomedstudent/ 2006/ c=t060071

Size: Lk ricat Calculate

[Eroup:

Dwrier:

Fermizzions:  Dwrer R wo[w]x []SetUID
Group  [JR []w [¥x []5etGID
Others  [IR [ W [ Sticky it

[]5et group, owner and permissions recursively

Cancel ] ’ Help
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This makes the URL http://www.cs.camosun.bc.ca/~cst06xxxx “internet’” active
providing you have provided a file index.html in your public_html folder.

Make the WinSCP panel interface into two panels

Click on View in the main menu at the top and select Preferences, or press ctrl alt P.

In the Preferences window select the Interface option under Environment and click on the
Norton Commander option.

Click OK to confirm the change.
You will have to exit the WinSCP application and restart it to see your recent interface

change.

Make the WinSCP panel start TextPad when you select Edit on a
remote file

Before you start this process, make sure you have downloaded and installed TextPad onto
your computer.

Click on View in the main menu at the top and select Preferences, or press ctrl alt P.

In the Preferences window select the Editors option.
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Preferences

= Errvironment Editor preference
Interface
o b azk, Editor kDI Text
Fanels = Internal editor
Comrmander o Motepad
Euplorer
E ditors
= Tranzfer !
Add .. Edit ... ]
Fresets ’ = ] [ = =
Background
Resume . . .
Loadi Allo rultiple remate opened files [editors]
0gging
|ntegration (") One file only, use main session to upload changed files
C d o }
OrmMmancs (%) Multiple files, use background transfer to upload changed files
Starage
pdates

Internal editar ophions

[ Select Fort. ] Courier New, 9 pt
= The (uick Browm Fox Jumps Owe

[]wrap lang lines

Click on the Add ... button.

Add editor
Editor type
@ intemal edior
() External editor
Browse...
Editor autoselection
IJze this editor for following files:
EE L
External editar options [affects editing remate files anly]
Ezternal editor opens multiple files in one window [process]
Force text transfer mode for files edited in external editar
k. l ’ Cancel ] [ Help

Click on the External editor radio button, then click on the now active Browse button.
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Browse to C:\Program Files\TextPad 4\ and select the TextPad.exe application.
Click OK to confirm the new external editor selection.

Click on the Up button to move the highlighted TextPad entry on the editor list to the top
of the list. This makes TextPad the default editor.

Click OK to confirm the change.
This process will work similarly for Notepad++ as the default editor instead of Textpad.

To Connect to an SSH client in terminal mode

Before you start make sure you have downloaded and installed SSH on your computer.
Or you can download the PuTTY.exe program separately instead of installing SSH. If
you download the PuTTY.exe program instead of SSH though, make a note of where you
keep that file because later in the process you need to tell WinSCP where it is.

Click on View in the main menu at the top and select Preferences, or press ctrl alt P.

In the Preferences window select the Integration option
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Preferences E| E|

= Ervvironment Shell icons
Interface
o ’ Create a deskiop icon ]
Panels
Commander ’ Create a Quick Launch icon ]
Euplorer
Editors ’ Add upload shortout to Explorer's "Send to' contest menu ]
=) Tranzfer
Presets
Drag & Drop ’ Regster to handle scp:// and sftp:// addresszes ]
Background
Fresume [ Add WinSCP to search path |
Logaing
|ntegration
Commands
Storage PuTTY path:

dpdates "C:MProgram FilesS5H Cormmunicati Browsze... ] [ Rezet ]

Azzociate the icans with stored session

Esternal applications

[ ] Remember session pazsword and pass it to PuT T

[ ] Autamatically open new sessions in PUT T

ok | | Cancel | [ Help

Click on the Browse button

Change the “Files of type” from “PuTTY executable (putty.exe)” to “‘executable files”
Browse to

C:\Program Files\SSH Communications Security\SSH Secure Shell

Double click on the SSHClient.exe entry in the browse list to select it.

Click OK in Preferences window to confirm selection.

To Open a Command Window to Deepblue

Click on Commands and select the “Open in PuTTY” menu option.

If this error window appears, click OK, then create the file it is complaining about (the
name is shown in the error box). You can make the file contain a single character like a
space. (The file name shown to you will not be the same as the one shown in the this
error box.)
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File Open Error E

Error opening file "'C:\Documents and Settingzh\LangShApplication DatalS SHYINSCP temporary sezsion' for reading.

Help

The Command window should appear:

58 - - §5H Secure Shell

G = b S8 Y @K

File Edik Yiew ‘Window Help

& Quick Conmect | Profiles
35H Secure Shell 3.2.9 (Build 2&3) -
Copyright (c) 2000-zZ003 33H Communications Zecurity Corp - http: //umr, ssh
Thizs copy of 33H Jecure 3hell iz a non-commercial wersion.
This wersion does not include PEI and PECE #11 functionalitsy. —

w

Mok connected - press Enter or Space to conneck F3x10 il p

Press the Enter key or click on the Quick Connect button to get the sign on panel:

Connect to Remote Host [z|
!' Host M ame: | |
User Name: | Cancel |
Port Mumber: |22
Authentication Methad: |<F'r|:|fi|e Settings: j

Enter the Host Name as “deepblue.cs.camosun.bc.ca” (if at Camosun College, just
“deepblue” will work).

User Name is your cst06xxxx ID
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Enter your cst06 password when prompted — note this not your Camosun COxxxxx
account password.

8 deepblue - - SSH Secure Shell M=
Sk I 2 M E S % @

Eile Edit Wew Window Help

;'_'| Quick Connect || Profiles

[cst0&0013deephlue cat0s001]s 5

Connecked to deephlue 53HZ - aes128-che - hmac-mds - non

Changing your Deepblue Account Password

In the command window enter the Unix command (in lower case) passwd

~8 deephblue - WinSCP temporary session - 5SH Secure Shell
H & X dh | & % @2 £ Quick Connect ] Profiles

File Edit Miew Sindow Help

[cat0a00lddeepblue cstla001]% passud o
Changing password for user cstl6001.

Changing password for cstls00l

[current) UNIX password:

New password:

BAD PASSWORD: it iz based on a dictionary word

New password:

BAD PASSWORD: it does not contain enough DIFFERENT characters
New password:

BAD PASSWORD: it does not contain enough DIFFERENT characters
passwd: Authentication token manipulationh error
[cat0e00l@deepblue cstla00l]s I

Zonnected to deephblue 33Hz2 - aes1Z5-cbe - hmac-mds - none | §0x17 %]

For security the passwd command does not echo back the characters you type.
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The passwd command will check your new password for its “strength”. Weak passwords
are English words, a repeating set of numbers or any word associated with you like your
name. Weak passwords will not be accepted by passwd.

If you have a problem with your password or logging on, contact your instructor.

Using Unix in Deepblue

To list your files use the Unix Is command

‘8 deapblue - WinSCP temporary session - S5H Secure Shell

File Edit View window Help

~
[EasabaDTBdeer e CStDr_iDDlH E _ Iz by it=elf shows the current files and
ahozhtnly dehita: meil winscpll.pny winscp03.png directories inthe current directory.
comp 140 Lab0l.doc public_html winscpi2.pmg
[cst05001Adeepblue cstDGDDl]$ T ——
total 364 want to see more detailed
~EW-E--LE-- 1 catledll allcst 219 0Oct 11 13:25 abeo.html information about the files
drw<r-xr-x 2 cstlel0l allcst 4096 Oct 4 13:57 complll and directories. Details such
-rw-r--r-- 1 ec3t0e001l allest 292 0Oct 11 11:10 dd.html a5 permizsions, ovwnership,
-rW-r—--r-- 1l cst0e00l allcst 242176 Sep 25 11:26 Lab0l.doc file size and modified date
drwm-—----- Z c3tieidl allest 4096 Oct 5 00:05 mail are shown,
drwme--x--x 3 c3tied0l allcst 4096 Oct 12 Z0:57 public_html
-rW-r—-r-- 1 c=t06001 allecst 19421 Oct 18 16:49 winscpll.png
-rW-r—-r-- 1l cstisd0l allcst 45119 0Oct 15 16:5]1 winscpl2.png
-IW-r--r-- 1 czt0s00l allcst 29263 Oct 18 16:58 winscpl3.pnyg

[o=t0E001Rdeepblue cstDSDEIl]$
.bash _history .bashrc Lab0l.doc public_html winscp02.png The -a optioninls means

a5 .bazh_logour compldd mail .wininfa winscpl3.png  ¥OU vwant to include any
abo.htwl  Jbash profile dd.htwml .pinerc winscp01. png file having & name
[cst06001Edecphlue cst.DSDEll]$ starting with & period.
total 412 By default, these files are
drux--x--x & cst06001 allest 4096 Oct 18 19:22 . e R
drwxr-xr-x 53 root allcat 4096 Oct Z 15:33 .. oo kalons:

T R B 1 cst06001 allcst 219 Oct 11 13:25 abc.html

—EW-————-- 1 catledll allcst 2043 Oct 18 159:16 .bash history .
—rw-r--r-- 1 cst06001 allcst 24 Oct 2 15:32 .bash_logout ¥ith some Unix
—rW-r--r-- 1 cst0E001 allest 191 Oct 2 15:32 .hash profile thEm;“pTi';:z‘i)’;:ncfzr?;
-rw-r--r-- 1l c3t0el0l allcst 124 Oct 2 15:3Z .bashrc '
drur-xr-x Z c3t0é00l allest 4096 Oct 4 13:57 compldd R A )
-rw-r--r-- 1l c3t0el0l allcst 292 Oct 11 11:10 dd.html

-rw-r—--r-- 1 c=t06001 allecst 242176 Bep 25 11:26 LabOl.doc

drwm-—---- Z c3tielll allest 4096 Oct 5 00:05 mail

—EW——————- 1l cst0se00l allcst 14673 Oct 5 00:05 .pinerc

drme--x--x 3 catieill allcst 4096 Oct 12 Z20:57 public_html

—rW-———=—= 1l cztiel0l allcst 4311 Oct 12 20:57 .wiminfo

-rw-r--r-- 1 ec3tde00l allest 19421 Oct 18 16:49 winscpldl.png

-rW-r—--r-- 1l cst0e00l allcst 45119 0Oct 18 16:51 winscpl2.png

-rW-r—-r-- 1 c=t06001 allecst 29263 Oct 18 16:58 winscpl3.pnyg

[cat0al0lideepblue cew0a00L]4 I

Using Wildcards in Unix

The asterisk (*) and question mark (?) are called meta-characters because they act as
place-holders or “wildcards”. The asterisk is used to match zero or more characters while
the ? will match only a single character.
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“H despblue - WinSCP temporary session - SSH Secure Shell

File Edit Wiew wWindow Help

[cetDE00l@deepblue cst06001]8 1= a*
abc.html

[cetDE00l@deepblue c3t06001]58 1= *.html In thiz directory list the file names ending wwith html
abc.htwml dd.htwl

[cetDE001lEdeepblue cst06001]5 1=z 77.html

In thiz directary list the file names starting with "a"

In this directary list the file names starting with any 2
characters but ending with bl

dd.html

[c5t06001Adeepblue c3t0600L]5 1s =¥ In this directary list the file names starting with "z"

ls: =z*%*: No such file or directory

[cetDE00l@deepblue cst06001]8 l= a*. 277 In thiz directary list the file names starting with "a" and end with 2
l=: a*.727: No such file or directory period fallowed by any 3 characters

[cstDE001lEdeepblue cst06001]5 1l *.% Show all file names

abc.html dd.html Lab0l.doc winscpll.png winscplZ.png winscpl3.png  contsining s period.
[cat06001fddeephlue cat06001]8 13 *

ahc.html  dd.html  Lab0l.doc winscp0l.png winscp02.png  winscp03.pmg SD0w contents of al

files and directories and

compl40: their subdirectories.

mail:

saved-messages sent-mail Showw contenits of the subdirectory

public html: public_ktml.

abhc.html compldd dd.htwl dragon.jpyg  itndex.htnl ~wyget. ¥t showHTTP.sh  testldl.hrml
[cstd6001l@deepblue cst06001]§ 15 public html

abhc.html compldd dd.htwl dragon.jpyg  itndex.html wyget. txt  showHTTP.sh  testldl.hrml
[cat06001fddeephlue cat06001]8 13 .

ahc.html dd.html mail winscpll.png winscpl3.png Shawe contents of the current
compl40 Lab0l.doc public_html winscp02.png directory.
[cat06001fddeephlue cat0a001]8 I

Changing working directory in Deepblue

The Unix command cd allows you to change the current working directory.
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[cst0a001Rdeephlue
[cetna00lRdeephlue
[cat0alnl@deephlue
[cetna001lRdesphlue
[czt0a00lidespblue
[cat0al0lEdespblue
[czt0a00lidespblue
[cat0&lnlEdespblue
[czr0&00lidespblue
[cst0a001Rdeephlue
[cetna00lRdeephlue
[cst0a001Rdeephlue
[cetna00lRdeephlue
[cat0alnlEdeepblue
[cst0a001Rdeephlue
[czt0a00lidespblue
[cat0al0lEdespblue
[czt0a00lidespblue
[cat0al0lEdeepblue
[cat0&lnlidespblue
[cst0a001Rdeephlue
[cetna00lRdeephlue
[cat0alnl@deephlue
[cetna001lRdesphlue
[czt0a00lidespblue
[cat0al0lEdespblue

[cat0&lnlEdespblue
[czr0&00lidespblue
[cst0a001Rdeephlue
[cetna00lRdeephlue
[cst0a001Rdeephlue

c3t060017% cd public_html  Make public_html the current working directary

public_html]s

The promgt showes the current warking directary.

public_html]§

public_html]§ cd .. Make the parent directory the current weorking directory.
cat06001]4%

cat0e00l]s

cat0s001]% cd ..

Parent directory of c2t08001 is 2006

2006]%

2006]%

200675 cd .. Parert directory of 2006 is student
student]s

student]s

student]s cd .. ) )
houe]s Parert directory of student is home
hone]g

homels cd ..

15
£
f15
15
f15
15
f15
/15

Parert directory of home is § (server root)

cd ..
Mo more parents left

cd ..

change working directory to homelstudert 2005
cd /home/student /2006

Z006]% cd cst0e00l
catOe00l]s pud wehat is the present working directary 7

Jhone /student /2006 fcst06001

cat06001]% cd public_html

public_htmlls cd / iz the root directory of the computer
1%

fl5 ecd ~ ~ (tilde] iz the alias for your home directary
carnaoo1ls

You can use wildcards in the cd command as in cd p* which will make the first

€e_%

subdirectory name starting with “p” in the current directory the new working directory.

To logout of Deepblue in the Command Window

Enter the command logout to disconnect your Deepblue session. Close the session

window.
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